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Visual binding: locate certified
attributes.
Send Certgr : certified cou-
_Certr||key, pled public key and attributes.
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Create vehicle

Save vehicle
{unsign by CA)

oad vehicle
Signed by CA’

Generate Keys

(Send Multicast)

End Connection

— Set Speed

details

Start Communication

Send Ecrypted Msg

Application Certificate Authority

Generate CA Keys

oad vehicle and display’
{unsign by CA)

Sign and Save vehicle
(Signed by CA)

Send Ecrypted Msg

Display Connection

Un/ldentify OutOfBand

Attacker App
=Extend vehicle app=

Impersonate

Set Speed

Record All messages

Flay Recorded messages
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InitializeNetwork (string MultycastIpAddress, string MultycastPort, string
LocalIpAddress, string LocalPort)
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. NIYTIN D'N7IY DN 0YISI N'OID
InitWorker()
JIVTIN 7w n7ap1 nnwa 7o0nn Thread 72Innx

ProcessMessage(IDatagram myData)
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Messagetype A
Enum

BeaconBroadcast
ReplayBeaconWithPublicKey
AcceptkKeyAndReplayPublicKey
AcceptConnection
SendEncryptedData

Bye

MPIwsaR My A0 @ 15 AR

T T T
A) [ Replay WithPubli A) [ Acceptieya ! A) [ AcceptConnection A ) [ SendEncryptedData A | [ Endsession A
Class Class Class Class Class Class
T T T T T T
4 Properties 4 Properties 4 Properties 4 Properties 4 Properties 4 Properties
& Header & DestinationLicencePlate & DestinationLicencePlate & EncryptedData & DestinationLicenceP... & DestinationLice...
& MylicencePlate & Header K& Header K& Header & EncryptedData K& Header
4 Methods & MyCASignature K& MyCASignature & MylicencePlate & Header K& WylicencePlate
9 Deserialize & MyDivider & MyDivider 4 Methods & MyCASignature 4 Methods
@ Serialize & MyHash & MyHash @ Deserialize & MyHash @ Deserialize
& MylicencePlate F MylicencePlate @  Serialize & MylicencePlate @  Serialize
& MyPublickey F MyPublickey / 4 Methods
4 Methods 4 Methods © Deserialize
@ Deserialize @  Deserialize @ Serialize
9  Serialize @ Serialize
P ‘:T: ~ P -
ClientHeader A IClientHeader A ( IDatagram A
Class Interface Interface
T T
4 Properties 4 Properties 4 Properties
& AppVersion & Appversion K Header
& Channel K Channel 4 Methods
& Clientld Ko clientid &  Deserialize
K IsLastinSequence K isLastinsequence @ Sseriaiize
F MessageType Fo MessageType Y,
& OSPlatform K osplatform
& OsVersion K osversion
& Ppolicy & policy
F SequenceNum... K SequenceNumber
F TransmissionTi... K TransmissionTime
4 Methods 4 Methods
@  ClientHeader (... @  Deserialize
@ Deserialize @  Seriglize
@  Serialize - d
\ J
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Snline E Validate
Validate
Receive
Message
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by Type
BeaconBroadcast %ﬁﬂ:ﬁ%ﬁ;ﬁg; Ri;?:;l%?l}?ﬂgy AcceptConnection SendEncryptedData EndSession

Outofboud
details
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Send
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i
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details details details details details d
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Update key Update key Update key Get Public Key Delete from
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SendEncryptedData(int licenseNumberToSend)
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Bool ValidateKeyIsSigned(int hash, ulong myCASignature)

,Hash mix 7v CA n 7w nn'nn p1 201 '019 7w (Hash) 72y n7apn it nminn
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.False
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No Impesonated source
Process message
by Type
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WithPublicKey ReplayPublicKey AcceptConnection SendEncryptedData
L i
¥
Update key Update key Decrypt
in Com List in Com List Updaie key
in Com List l
Send Send Change Data
AcceptieyAnd AcceptKeyAnd
ReplayPublicKey ReplayPublicKey
OwnKey with own l
Get Public Key
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Send Send l
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Message
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StartImpersonate(int firstImpersonateld, int seconedImpersonateld)
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ReSendEncryptedData(SendEncryptedData sendEncryptedData, UInté64
changedSpeed, int impersonateTo)
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StartRecord(), StopRecord()
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STIVY DIYVTIN N2 'Y X7 nnnwl Multicast n nams? nivepan niyTinn 73

StartPlay()
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General vj'1non A

EncryptionHelper ng‘7nn

NI'0'02 NI9XN NIZID* VO NNWONN AWK NI'URVO NITINA NN IT NP7NN

bool GeneratePrivatePublicKeys(UInt64 maxPrime, out UInt64 PublicKey,out
UInt64 PrivateKey, out UInt64 divider)

NIN'S NNYSI N19X¥N7 WM divider |31 1Y NN9Ni '01D NNON NN IT NTINN
. [6] RSA ' 7y nimimnn

.22717 MDXN NINNON X7 N 72V NTINN2 nunnwn Vehicle np'7nnn

N19¥N NINNON X7 Nnn 72y nTINNa nunnwn Certification Authority nz7nnn
2231 '019 7y DIMn? nan 7y CAY

UInt64 GeneratePrimeNumber(UInt64 maxPrime)
NTINNN ,DMIYRY DNI90N A7 DZIRT NINN9A DY NTINND ,IYRY 1901 DY
X7 DX ,INIX DTN D DX ,IIYXY KIN DOXD PITA7 N0l 7T 190n n'7an
.NN9¥N7 TV Noal qon 'on nMan
EncryptMessage(UInt64 msg, UInt64 publicKey, UInt64 divider)
MY NNONA NIYXNARA AYTIN N19¥N

DecryptMessage(UInt64 msg, UInt64 privateKey, UInt64 divider)

'U195 NNON NIVXNNA NYTIN NV
SignMessage(UInt64 msg, UInt64 privateKey, UInt64 divider)

I"2u1 (Hash) 721y 1"70n na ayTinn ,'01d NNON NIYXNXA AYTIN 7V nn'nn
V192 nn'mnin nyxann

VerifySignatureMessage(UInt64 signature, UInt64 msg, UInt64 publicKey,
UInt64 divider)

7V N1'D NIN'RD NPT L,NIAY NN9N NIYYNRA QY TIN 7V Ann DIN'R D'
. (Hash) 7127y 71"7nn nnavw ank? nyTin 2w nn'mn

int CalcHashOnASCIIArray(byte[] arr)
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CalculatePublicKey(UInt64 euler)

217! IX 190N V77 '9 7Y NIA'Y NNSN AIW'N

CalculatePrivateKey(UInt64 a, UInt64 b)

'015 NNON 2IY'N

GenericUtils npnNn

XMl yalpa o aIx '019 N ATV Nnn

bool Save<T>(string FileName, Object Obj)
,0171M1 Y212 Immwi (Vehicle aion vpaixa o'wnnwn 3"11) 0P AN NNMY
[21 ,nnni X171 x? — CA app 7 Vehicle app '2 o'aima niavin? wnwn
.0"7 201 7w NN N'wuY

T Load<T>(string FileName)
,0171M1 Y212 iImmwi (Vehicle aion vpaixa o'wnnwn >"T11) 0P IR N0

21 AN X171 X7 — CA app 7 Vehicle app '2 o'aima nnavin? wnwn
.0"7 201 7w NN NwuY

Certification Authority vjp'non .a

CertificateAuthorityForm Dg7nnN

Certification Authority n 7w n'¥p*79xn 0'011 n7'7Nn

GenerateKeys()
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LoadVehicleFromFile(String fileName)

.vehicle nuxp"79x T 72y "I INKYT - yalpn 201 1Ml N9MYY ATINN
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SignCert()
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SaveVehicleToFile(String fileName)
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QRCodeCraetor v'inon .1

QRCodeCreatorForm ng7nn

CreateQRCode()

. 207N 7Y 1wnn 'on X TTMN QR Tz navye
[6] NIMO TI7 N*M902 W'y nWy1 7D NIXY?
MessagingToolkit.QRCode.Codec.QRCodeEncoder
SaveQRToFile()

.D'¥270 NdWNI MiInN Yalrd QR Tipha nmw? nTinn

nIMY npnynt? wnw 70 PENY X772 nn N9 XY 'wim'y 7"
N"P'MY? NpPNYN? wnwn yaipn P 27 n1'nn now X7 'win'w 7"n
.Out of Band 't 1n't 1X7 Ny

LoadQRFromFile()
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Watcher nR7NN

OnChanged(object source, FileSystemEventArgs e)
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09.54.35.78 :
09.54.39.55:
09.54.39.60 :
09.54.39.61 :
09.54.39.61 :
09.54.39.62 :
09.54.39.67 :
09.54.39.68 :
09.54.39.69 :
09.54.48.34 :
09.54.48.34 :
09.54.48.35 :
09.54.48.35 :
09.54.51.36 :

09.54.51.37
09.54.51.37

09.54.51.37 :

Load Save Vehicle To File, File name :C:\Temp\t2Signed.xml

Send broadcast beacon

Receive ReplayBeaconWithPublicKey message from Vehicle : 1111
Vehicle : 1111 ReplayBeaconWithPublicKey validate successfully - processing message
Vehicle : 1111 new connection adding into list

Send Replay With Own Public Key Messages

Receive Accept connection message from Vehicle : 1111

Vehicle : 1111 Already in com list processing message

secure connection with : 1111 Established

Vehicle : 1111 Already in comList try to send message

Encrypt Data Current speed : 45

Message encrypted, Sending message

Send Encrypted Data message id : 1

Vehicle : 1111 Already in comList try to send message

: Encrypt Data Current speed : 73

: Message encrypted, Sending message

Send Encrypted Data message id : 2

1111 1w —2 291 7w NI Al
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09.54.36.41 :
09.54.39.57 :
09.54.39.58 :
09.54.39.59 :
09.54.39.63 :
09.54.39.64 :
: Vehicle : 5555 Already in com list dropping Existing Key message
09.54.39.66 :
09.54.39.67 :
09.54.39.68 :
09.54.39.69 :
09.54.48.35 :
09.54.48.36 :
09.54.48.36 :
09.54.51.37 :
09.54.51.38 :
: Message decrypted, Vehicle : 5555 speed is : 73

09.54.39.65

09.54.51.38

Load Save Vehicle To File, File name :C:\Temp\t1Signed.xml

Receive Beacon message from Vehicle : 5555

Vehicle : 5555 new connection adding into list

Send Replay With Own Public Key Messages

Receive Accepted Key message from Vehicle : 5555

Vehicle : 5555 Accepted Key validate successfully - processing message

Vehicle : 5555 new connection adding into list

Send Accept Connection

Send Accept connection to vehicle : 5555

secure connection with : 5555 Established

Receive Encrypted data message from Vehicle ; 5555
Vehicle : 5555 Already in comList processing message
Message decrypted, Vehicle : 5555 speed is : 45
Receive Encrypted data message from Vehicle : 5555
Vehicle : 5555 Already in comList processing message
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09.15.03.85

message

09.15.30.24 :
09.15.30.24 :
: Receive Accept connection message from Vehicle : 1111
09.15.30.27 :
09.15.30.27 :
09.15.30.77 :
09.15.30.78 :
09.15.30.79 :
09.15.31.26 :
09.15.31.27 :

09.15.30.26

message

09.15.31.28:
09.15.31.29:
09.15.31.30:
09.15.35.20 :
09.15.35.21 :
09.15.35.21 :
09.15.35.22 :
09.15.35.23 :
09.15.51.14 :
09.15.51.14 :
09.15.51.14:
09.15.51.15:
09.16.18.31 :
09.16.18.32:
: Message encrypted, Sending message
09.16.18.32:

09.16.18.32

: Load Save Vehicle To File, File name :C:\Temp\t2Signed.xml
09.15.30.19 :
09.15.30.22 :
09.15.30.23 :

Send broadcast beacon
Receive ReplayBeaconWithPublicKey message from Vehicle : 1111
Vehicle : 1111 ReplayBeaconWithPublicKey validate successfully - processing

Vehicle : 1111 new connection adding into list
Send Replay With Own Public Key Messages

Vehicle : 1111 Already in com list processing message

secure connection with : 1111 Established

Receive Accept connection message from Vehicle : 1111

Vehicle : 1111 Already in com list processing message

secure connection with : 1111 Established

Receive ReplayBeaconWithPublicKey message from Vehicle : 1111

Vehicle : 1111 ReplayBeaconWithPublicKey validate successfully - processing

Vehicle : 1111 is in comlist processing message ...
Vehicle : 1111 new connection adding into list

Send Replay With Own Public Key Messages

Vehicle : 1111 Already in com list processing message
secure connection with : 1111 Established

Receive Accept connection message from Vehicle : 1111
Vehicle : 1111 Already in com list processing message
secure connection with : 1111 Established

Vehicle : 1111 Already in comList try to send message
Encrypt Data Current speed : 41

Message encrypted, Sending message

Send Encrypted Data message id : 1

Vehicle : 1111 Already in comList try to send message
Encrypt Data Current speed : 73

Send Encrypted Data message id : 2
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09.14.56.62
09.15.24.82
09.15.30.22
09.15.30.24
message

09.15.30.25 :
09.15.30.75 :
09.15.31.26 :

: Load Save Vehicle To File, File name :C:\Temp\attackerSigned.xml

: ImpersonateMode Start, Firstimpersonateld : 1111 Seconedimpersonateld : 5555
: Receive ReplayBeaconWithPublicKey message from Vehicle : 1111

: Vehicle : 1111 ReplayBeaconWithPublicKey validate successfully - processing

Vehicle : 1111 new connection adding into list
Send Replay With Impersonate Id Messages : 5555
Send Replace ReplayBeaconWithOwnPublicKkeyMessages With Impersonate Id

Messages : 1111

09.15.31.28 :
09.15.31.29:
09.15.31.81:
09.15.31.82:
09.15.32.34 :
09.15.32.35:
09.15.32.35:
09.15.32.36 :
09.15.32.36 :
09.15.32.39 :
09.15.32.39 :
09.15.32.40 :
09.15.32.40:
09.15.32.90 :
09.15.32.92 :
09.15.33.43:
09.15.33.43:
09.15.33.44 :
09.15.33.45:
09.15.33.47 :
09.15.33.47 :
09.15.33.47 :
09.15.33.48 :

09.15.51.15
09.15.55.20
09.15.55.21
09.15.55.22
09.15.55.22
09.15.55.23

Receive Accepted Key message from Vehicle : 5555

Vehicle : 5555 Accepted Key validate successfully - processing message
Send Accept Connection

Send Accept connection With Impersonate Id Messages : 1111 to vehicle : 5555
Send Replay With Impersonate Id Messages : 5555

secure connection with : 5555 Established

Receive Accept connection message from Vehicle : 1111

Vehicle : 1111 Already in com list processing message

secure connection with : 1111 Established

Receive Accepted Key message from Vehicle : 5555

Vehicle : 5555 Accepted Key validate successfully - processing message
Vehicle : 5555 Already in com list droping Existing Key message
Vehicle : 5555 new connection adding into list

Send Accept Connection

Send Accept connection With Impersonate Id Messages : 1111 to vehicle : 5555
Send Replay With Impersonate Id Messages : 5555

secure connection with : 5555 Established

Receive Accept connection message from Vehicle : 1111

Vehicle : 1111 Already in com list processing message

secure connection with : 1111 Established

Receive Accept connection message from Vehicle : 1111

Vehicle : 1111 Already in com list processing message

secure connection with : 1111 Established

: Receive Encrypted data message from Vehicle : 5555

: Vehicle : 5555 Already in comList processing message
: Message decrypted, Vehicle : 5555 speed is : 41

: Message encrypted, Sending message

: Send Encrypted Data

: ReSend Rencrypted Data to : 5555

09.16.18.32:
09.16.18.33 :
09.16.18.33 :
09.16.18.34 :
09.16.18.34 :
09.16.18.35 :

Receive Encrypted data message from Vehicle : 5555
Vehicle : 5555 Already in comList processing message
Message decrypted, Vehicle : 5555 speed is : 73
Message encrypted, Sending message

Send Encrypted Data

ReSend Rencrypted Data to : 5555

1111 1w —2 200 7w NN Al
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[NIX NN 2 — NNROXIN NIYTIN 4 720 D NIKNYT NI .NRA'RIN NNaTRY ANt
5555 101 7w niMipnn nYTINN 17X = 'PIN X7 )Y 721 w97 nY7xn X

.nnonn X 1111 niwNa 'R X

40 q'oin QEIMN) MY 21 "NI7o1on” ['n 72 KIN NIK NISON NIYTIN 2

. 1131 81 a1 (Mipnn wh

09.15.04.78 :
09.15.30.20 :
09.15.30.21 :
09.15.30.22 :
09.15.30.25 :
09.15.30.25 :
09.15.30.25 :
09.15.30.26 :
09.15.30.26 :
09.15.30.27 :
09.15.30.27 :
09.15.30.75 :
: Vehicle : 5555 Accepted Key validate successfully - processing message
09.15.30.76 :
09.15.30.76 :
09.15.30.77 :
09.15.32.37 :
09.15.32.38 :
09.15.33.43:
09.15.33.43:
09.15.33.44 :
09.15.33.45 :
09.15.33.47 :
09.15.33.47 :
09.15.33.47 :
09.15.51.15:
09.15.51.16 :
09.15.51.16:
09.15.55.22 :
: Vehicle : 5555 Already in comList processing message
09.15.55.24 :
09.16.18.32:
09.16.18.33 :
09.16.18.33 :
09.16.18.34 :
09.16.18.34 :
09.16.18.35 :

09.15.30.76

09.15.55.23

Load Save Vehicle To File, File name :C:\Temp\t1Signed.xml
Receive Beacon message from Vehicle : 5555

Vehicle : 5555 new connection adding into list

Send Replay With Own Public Key Messages

Receive Accepted Key message from Vehicle : 5555

Vehicle : 5555 Accepted Key validate successfully - processing message
Vehicle : 5555 Already in com list droping Existing Key message
Vehicle : 5555 new connection adding into list

Send Accept Connection

Send Accept connection to vehicle : 5555

secure connection with : 5555 Established

Receive Accepted Key message from Vehicle ;: 5555

Vehicle : 5555 Already in com list droping Existing Key message
Vehicle : 5555 new connection adding into list

Send Accept Connection

Send Accept connection to vehicle : 5555

secure connection with : 5555 Established

Receive Accepted Key message from Vehicle : 5555

Vehicle : 5555 Accepted Key validate successfully - processing message
Vehicle : 5555 Already in com list droping Existing Key message
Vehicle : 5555 new connection adding into list

Send Accept Connection

Send Accept connection to vehicle : 5555

secure connection with : 5555 Established

Receive Encrypted data message from Vehicle : 5555

Vehicle : 5555 Already in comList processing message
Message decrypted, Vehicle : 5555 speed is : 89463595
Receive Encrypted data message from Vehicle : 5555

Message decrypted, Vehicle : 5555 speed is : 81
Receive Encrypted data message from Vehicle : 5555
Vehicle : 5555 Already in comList processing message
Message decrypted, Vehicle : 5555 speed is : 207663269
Receive Encrypted data message from Vehicle : 5555
Vehicle : 5555 Already in comList processing message
Message decrypted, Vehicle : 5555 speed is : 113
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nin'x 7715 CA 1 2y ninn MIYEN YNY NNgan A
NIYTIN 79 wThN 1A nopna von Out of band
ghil

1111 vw — X 291 7w NIYTIN 217

nYa — TNKX 'N'W1 X ,0TIZN NINN9NAN N97NN 7w 71710N97 NnIT 21710090
1Ynn 'on NN N2 DN PN oa,CA T 2y nnnnl AyTINN D NIN'R
nup'nn QRCode nxMp 7w napnl) (W n T 2y NNRY 0'0IN Ny TINa

NIX D'09TN NIN'KN NY2A 120 K¥N1 DINNN YN 'on DX 711 (NN
n97nn 711N n'wnni "validate out of band successfully" nyTinn
oy Out of band nin'x oy ninnon 9*7nn 1111 251 270 '© ¥ .nINNonn
NN'ANN DY NNROXIN NIYTIN 2 N71IW NINN9NN N97nn WNK7 , 5555 100

17w N'NdIN

08.21.46.34 : Load Save Vehicle To File, File name :C:\Temp\t1Signed.xml

08.22.38.19 : Send broadcast beacon

08.22.38.22 : Receive ReplayBeaconWithPublicKey message from Vehicle : 5555
08.22.38.23 : Vehicle : 5555 ReplayBeaconWithPublicKey validate successfully - processing
message

08.22.38.23 : Vehicle : 5555 ReplayBeaconWithPublicKey validate out of band successfully -

processing message

08.22.38.24 :
08.22.38.25:
08.22.38.28 :

08.22.38.29

Vehicle : 5555 new connection adding into list
Send Replay With Own Public Key Messages
Receive Accept connection message from Vehicle : 5555

: Vehicle : 5555 Already in com list processing message
08.22.38.30:
08.23.08.37 :
08.23.08.38 :
08.23.08.38 :
08.23.08.38 :
08.23.11.54:
08.23.11.54 :
08.23.11.55:
08.23.11.55:

secure connection with : 5555 Established

Vehicle : 5555 Already in comList try to send message
Encrypt Data Current speed : 33

Message encrypted, Sending message

Send Encrypted Data message id : 1

Vehicle : 5555 Already in comList try to send message
Encrypt Data Current speed : 69

Message encrypted, Sending message

Send Encrypted Data message id : 2

. MYM™ — QRIn 201 7w NIV TID A1

- D''NYD |DIN DX NYT? 220 NRoXIMN NYTINN 2 7w no7n yxan N/A
.17m Out of band nm'x y¥a7 N1 N2'a02 V7INN 201N TWKRD NNXR DYD

. NNKX7 N1 K71 102'R XD WKD NIY DY
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08.22.50.81 : Load Save Vehicle To File, File name :C:\Temp\attackerSigned.xml
08.23.08.39 : record message type : SendEncryptedDataRecord counter 1
08.23.11.55 : record message type : SendEncryptedDataRecord counter 2
08.23.29.73 : Send recorded message type : SendEncryptedDataRecord counter 1
08.23.29.84 : Send recorded message type : SendEncryptedDataRecord counter 2
08.24.27.67 : Send recorded message type : SendEncryptedDataRecord counter 1
08.24.27.78 : Send recorded message type : SendEncryptedDataRecord counter 2

5555 1y — 1 301 v niyTin 17

no7nin nx7, 1111 257 ny Out of band nim'x Dy ninnsn q'7nn

Out of band nm'x yxan 5555 215 nnoxin NIYTIN 2 72N NINN9nn
. [myoni

NID ,NNIY' NIYTIN N7IY QRINN — NIS0N NIOXIM NIYTIN 2 727 51 WNKY
.Jmyoni N201 |*Tyw 5555 7m nin'x y¥an

NID ,NNIY' NIYTIN N7IY QRINN — NIS0N NIOXIM NIYTIN 2 727 51 WNKY?
NIX 7T — INNX7? 7w211 N21021 12'K 120w 5555 7 nim'R y¥a7? non

nyTInn

08.21.47.60 :
08.22.38.20:
08.22.38.21 :
08.22.38.22 :
08.22.38.25:
08.22.38.26 :
08.22.38.26 :
08.22.38.27 :
08.22.38.27 :
08.22.38.28 :
08.22.38.29 :
08.22.38.30:
08.23.08.39 :
08.23.08.39 :
08.23.08.40 :
08.23.11.55:
08.23.11.56:
08.23.11.57 :
: Receive Encrypted data message from Vehicle : 1111
08.23.29.74 :
08.23.29.74 :
08.23.29.84 :
08.23.29.85 :
08.23.29.86 :
08.24.27.66 :
08.24.27.67 :
08.24.27.77 .
08.24.27.78 :

08.23.29.73

Load Save Vehicle To File, File name :C:\Temp\t2Signed.xml

Receive Beacon message from Vehicle : 1111

Vehicle : 1111 new connection adding into list

Send Replay With Own Public Key Messages

Receive Accepted Key message from Vehicle : 1111

Vehicle : 1111 Accepted Key validate successfully - processing message
Vehicle : 1111 Accepted Key validate out of band successfully - processing message
Vehicle : 1111 Already in com list dropping Existing Key message
Vehicle : 1111 new connection adding into list

Send Accept Connection

Send Accept connection to vehicle : 1111

secure connection with : 1111 Established

Receive Encrypted data message from Vehicle : 1111

Vehicle : 1111 Already in comList processing message

Message decrypted, Vehicle : 1111 speed is : 33

Receive Encrypted data message from Vehicle : 1111

Vehicle : 1111 Already in comList processing message

Message decrypted, Vehicle : 1111 speed is : 69

Vehicle : 1111 Already in comList processing message

Message decrypted, Vehicle : 1111 speed is : 33

Receive Encrypted data message from Vehicle : 1111

Vehicle : 1111 Already in comList processing message

Message decrypted, Vehicle : 1111 speed is : 69

Receive Encrypted data message from Vehicle : 1111

Vehicle : 1111 Accepted Key fail to validate out of band - dropping message
Receive Encrypted data message from Vehicle : 1111

Vehicle : 1111 Accepted Key fail to validate out of band - dropping message
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DNYIIN 7V1 207 70 7Y NNX NPT NUV™7Y N1'D N 2 MIYPED DY MIynwn 270y [11nn
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.DTX "N NI7YY

7Y NpN2 NRIY NIDPNN 'AI07 DY DAION NNVAX NINNS NINTA NIYN NNT7 IX W'
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. Out of Band ma 7y CA n 7w 71950 Nin'kn Xwin

no'wa vin'wn v nirwal ,O"YUpn ,NIdMnN 2V TINY7 1Ty DNNRYRN winm
Vehicle authentication via monolithically certified public key and attributes

D1INI 7Y URIN NN'NMN YIN'Y T2 JIIMAY DTRN N9PNN DY TTINNNT? T 7901 1NRAN
NTIVN N1an7 nyxn 21 DNNIAYRN axin .Out of band 10T nnx pTa Dnm'R1 20N Y
NnOpEN T 7Y DO NOPNNT NIV'Y XN DI, NYINA NIWA T 28 nnimn N0
TTINNN? N 72V DNNRATRY q'oINY% NI D'N'YW/DNI9'WIE TN UTNN NI MIYPNN

ATRN

NN [TV M'0*A%7 2017 D'TNNN DX DY DNIXK NI727 [N ,NITANN 7¢ N1j7na 02 D nR)
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IDS moyn myT? NIVTIN 7Y Nwnl wTNn NN'Y7W QWOKRN DN7Y 71710090 D R 7Y
NN N1IY9IXR X7 NIANINNI NIMMIKR NR'YN] Y07 n'71>' (Intrusion Detection System)
N9 Y

N97nn Nywa NITNNN 7w axn v 715 OutOfBand details x77 7'a1 Validation ' nxM
7"1n .CA 1 7y DInn NI'n% |*Ty1 NJIY NNO9N DY INKX 2017 NITANNY? [N X7 DY ,NINNON
DY NIN'X 2"NN DY NP INIRNA 27w WTNA 21211 DIYTIN D070 0V DITTINNN TWOKNN
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08.45.57.09 - Load Save Vehicle To File, File name :C:\Temp\t2Signed xmi
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Vehicle n>xp%o8 wnnwn pwnn : 22 R

File | Record and Play  Keys Man: Y2P% 237 N1 M
Save Vehicale —

Load Vehicle *

Save PublicKey to file

Y2171 257 1N W

Load PublicKey from file

Keys Management Hel|/ QW0 NINNDR 71X

GenerateKeys ¢

Test My Keys 4— mnnon P72
(Debug)

moou M7IPo Vehicle n»ep%or wianwn pwnn : 23 1R
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Attacker nuyp'7ox Don
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08.43.13.53 : Load Save Vehicle To File, File name C:\Temp A
\attackerSigned xml

Attacker n>xpooox wanwn pwnn : 24 KR

46



8- RecordAndPlay — O X

mMn>wIn MyTan 92 DR vopa

A

Qo>

Recorded Messages [0 | 4=

WP MYTIT 70 DR A

MINA/NML2RM MY 730

MY 1N uopn Attacker NP oo wanwn pwnn ¢ 25 R

Certificate Authority nuyp'7ox Don

.26 '0n R AR

mMnnen NPY
niaselsiRakiiraisl

207 °1N1 nIPYY

oV anonn 8

jg=hinlal [akhhighhi
ny}hqaate Authority App - logded Vehicle License Numbey499999 — O x
GenerateKeys CAPrivateKey 62117
Load Vehicle Detais Sign and Save e CA minnan
E)

Signing Divider [15595 1 ] amnn?;:

Licsence Number 999999

168019283

CA Signature 316826656 - 2297 1N
T2WPn 0°1y0in
~ %y CA nn°nn
mioinby b bight

Certificate Authority n»gp>9oR wnnwn pwnn : 26 1R

47



Out Of Band Visual sign (QR Code) nmyjp™79x Hon

Creator
27 'on 1R IR0

'on TP X7
i7akBekirtl)

@5 QutOfBand Visual sign creator

™A | Create QRCode

"W oML 'on
NP

> 11223344

nom> 'on
NTPL W

Save Bmp to File

NP MW
72172 OR

/

- a X

Loadihmemﬁlel./
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