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Abstract

Mining association rules from databases is a field of research dealing in
knowledge production from enormous amounts of data. The appropriate technological
development and the ability of advanced global communication turns the data mining
into a powerful tool, so that companies and organizations can join each other in order
to create shared association rules and knowledge for varied goals, like: research,
business cooperation, re-organization, locating problems, faults, malfunctions,
understanding marketing trends etc.

Together with its great advantages, cooperation for association rule mining
causes two major problems: first, protecting private information of individual entities
(k-anonymity), and second, exposure of frequent association rules that reveal
confidential information of the organizations which are expressed either by how
frequent the existence of the association rule occurs or by revealing the confidential
strategies of the organizations like "secret™ policies..

This work aims to examine the issue of privacy preserving data mining from
databases from different aspects beginning with an overall review of the different
types of data mining and techniques for privacy preservation of the mined data. It
presents measures and other tools for evaluating algorithms which apply to the
different techniques and describes the variety of privacy problems that can arise as a
result of data mining. The work presents some chosen methods and techniques for
different mining situations, while analyzing the advantages and disadvantages of each
technique, comparing between the different techniques and examining the efficiency
of execution in each case. The work surveys among other techniques for privacy
preserving data mining in vertically and horizontally distributed databases, and
techniques for sanitizing the data to prevent the disclosure of sensitive association
rules.

The work doesn't focus on protecting private information of individual entities
(k-anonymity), due to the fact that information produced from data mining doesn't
contain details of individual entities, and because the initial data is not the goal of the
data miners involved.

The conclusions that derive from the work are, that the ability of mining data
and producing association rules from databases is very powerful and contains
enormous advantages for all parties that share the mining, but also creates many
dangers that are connected to the disclosure of private information that the parties do
not want to share. The privacy protection is expressed by protecting private
information of individual entities, by hiding private association rules, and by
protecting the support count of frequent association rules of the parties in the mining
processing. The goal of the mining and the required confidence degree is a major
consideration in selecting the appropriate algorithm.

Despite the wide variety of methods for privacy preserving data mining, and
diligently furthering their development, potential attackers become more sophisticated
too. Therefore, it is evident that there is still room for the additional search for
techniques to improve the efficiency of the existing methods and to stem the breach in
security. Moreover, it is essential to continue investigating the interaction between the
confidence level and the algorithm performance within reference to different support
values, and to focus on the possibilities to reduce the variance between the mining
results before sanitization and after it, within optimal preservation of data privacy.
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A Fast Algorithm For Distributed Association Rule Mining - FDM:
1. Candidate Sets Generation:

Generate candidate sets CGi(k) based on GLi(k-1) , itemsets that are
supported by the Si at the (k-1)th iteration, using the classic a priori candidate
generation algorithm .Each site generates candidates based on the intersection
of globally large (k-1) itemsets and locally large (k-1) itemsets .

2. Local Pruning:

For each X  CGi(k), scan the database DBi at Si to compute X.supi.If
X is locally large Si, it is included in the LLi(k) set. It is clear that if X is
supported globally, it will be supported in one site .

3. _Support Count Exchange:

LLi(k) are broadcast and each site computes the local support for the
items in UiLLi(k) .

4. Broadcast Mining Results:

Each site broadcasts the local support for itemsets in UiLLi(k). From
this, each site is able to compute L(k) .
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SPIPHI NRT T DY 00001 QIRY DMIPRT DOTAYIAN 93 1901 — 2 25w

JRZNIW 222037 DOPINT 2230 22NN 12 YT N — 3 25w

D107 ARXING NP1 19K 20PN DW N9 719°00 2w — 4 25w

259NK 950R P2 MV2ING WO 2.1.2.2

:Security in Semihonest Model*® 2.1.2.2.1
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PIXOD MRDY TR OOWOWNT IR, DIPIWINDT ORI DR DO1°°PR XY 0°107 0w
YT NINOY 211N DMWY 12 PNPHRT 2R DR ORI 1270 L0070 YT PR MDY pmnea
0777w N°0I97 NPYING NNAR

1991 U9 NNI NIRTY 137 PIPIVINDT VIR T3 N TR 99 OR AL RIT W 2 05 Dy
2IPI01792 DOWANWA D°TTX AW OR L,RANT? . D°0ID 22N 1PN0IY MO PITARY AT .00
TANIR N°22173 TANIT PN ORW 3931 TLAIRAT PN 7TV IMAD VTR ORI 120707 MU
, 190 DOPIN2 NMINANT °7° 2V YO °0aR 2127 DK 12 TR0 NI TR [1972W 000, TR TR 0T Y
D°1°7D VO PW NPAMTAT 27N DR P07 1001 KD CIW TR L 172pNAW 21921737 0PI A0IR
TN1 0207 PINY AYOT LN IR 22778 3 202%p OR 192pNnw 020921930 QORI 0 TINK 27100
¥ID) IR YT OO0 R? DWW QNI IR, AR INR2 NINDY 2pnn PINaY AwIn n°o217)
787 N0 YT NOOWNY 9721 KD O°INK 1907 12 MV2IRD P00 IR (217 DR 01PR DK
.0°77¥ 1991 V7P D°22PNNA O°INI? N2V NI

?*yao's General Two-Party secure Function Evaluation 2.1.2.2.2

noavnd f(x,y)  7OXpn9T M2 HY NODIAN DOTTX MW P2 NV IR Yao o oy
N7 79127 077X CIW P2 PEPID 22, IPIWINDT NIV L NAVRING 70V DWW NIDXM
TEPDY 2 N 070 .semihonest model ,aEmnY -1 D7 7 MYRARA IMYa2 NOYIN
(Yao's millionaire a<b OR 21727 70 PEPID2 WANWAR 101 . O9avn MX N1 20N
.00V PR 12 PNV A2 NMIWIY 272 N1 MY NPEPNDN NAX Mt .problem)

Commutative encryption 2.1.2.3

QNOAPKR . DIPVID NAWD DP9V 72772 DWAWA W V93 KT NI2OVOIAIP 710X
I,j mx0MID 257 M v %32 K1,..., Kn€K 719377 ninnon 937 oX 2000mIp R 71080
MIN2T MIRNWAT W NApNn

1 Ery (- Ery (M)..) = Ex, (... Ex, (M)...).

2. WMy, M; € M such that M, # M, and for given k, € < 31—,

P'."IfE;.;H (... E;.;m ( M )-..) = Ej{” (... E;.;m I:JIJT31| )
DX POXA TX 92 . OMR WY 2920 DO QHZY W DX P°720 03 DWRWA NP200IMIPT 710X
MR 27 (1) IRNWR D HY . W NIDT DR (PO MW XY W, P72 AX RIVIW O¥YD

TR 7123 MT°202 NRT 7233 1 07 0K (2) 0 51 ,00NW DOREYI OX 1PXm W
AWEN 'PIn 7Y Anioa amd 2.1.3

TR NPD 2.1.3.1

MIDXIA YT°0 NIN2VT 070 DY ONT°O0I O°°nIPR DRI NPYY 2020w 0020w 1w Auwh
D°V0TA M YAPI IRY (N IR TAR NN DOTNT) , DOTAYNAT DOWV0T 27NN TN LONRT A
V92193 701 DTV

(itemsets) 0°v°19-200 AMYAWAY , WP P? DO Nn "opn" AT 0D POXY MIRI
.0°7°1n

DOTAVYAT QORI 90 — NWRD 25Wn

DOIDXINT QORI . 1PW DOTNT QORI DR TPOXN X 9D . NP2°0LINP 1192 DOWNRNW
QPN . DOONRA D207 DY DYIOXM 2PN DOW TV, ONIR DO1OXNW 2°INRT 92 1°2 0°1avmn
DOIWA O°NRT P2 DY DN2W PIN PO LMY NPNNARY NP D N0 AW 735 NYD 0°0avn
9570 P 20,000 P (L AR L0 TAYINg 0PI A0IR KO N0 ARXINT NN 2 NIven
NR AR DTN 20PN IR VT RD DR AR ,001w L,(2.1.1 A von ankh 9"'y) TR InR2 nno’
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After Site 1 Site 1 encrypts

decrypts itemset C 1
\ J/
EA(E4(C)) Site 1
EED) | ¢ E(©)
4 After Site 2 Se— 6
"~ decrypts
EE(EC) P2 50 E,(E/(C)
Site 3 encrypts /
itemset D _
Fig. 1. Determining global candidate itemsets. Site 2 encrypts -2
itemset C

7m0 K Hyn 0092193 Tan1 R P aR 72 — wn 2hwn
DOMIPAT 1727007 572 P72 NR 0 . 0992193 7ANI RIT AR D179 27D P71 TAYIN P 93
7T T . P77 PIN2 DR 07N MRoY MK 201M R ORAPR TV awnn PWRIT DRI N2 0w
D2PNAW TV DR AV PIN2 DY 72707 NRdY 720PW TV DR AP0 MW CIWn DR N2
X177 DX V2INA W1 27 ¥ 2721991077 TN . I 12w 727007 MR 9201 WV WL INRY
(2 1% IR P92 AN PINT IR L1 AR LR 7T DR 12w
Site 1 chooses a random value R and
adds to R the amount by which its
support for ABC exceeds the minimum
The resulting value (18) is tested support threshold.
using a secure comparison to
see if it exceeds the Random

50/ *| i
R=17 R+count-5%*DBsize

= 17+5-5%*100
DBSize = 100
- e
ABC: Yes! ST e
weRe T N
//,,__/H e -
k - ———— — -
Site 3 Site 2
ABC: 20 13 ABC: 6
DBSize = 300 DBSize=200
‘u
13+20-5%*300 17+6-5%*200

Fig. 2./Betermining if itemset support exceeds 5 percent threshold.

Site 3 which again adds its Site 2 adds the amount by which its
excess support. support exceeds the threshold
3TN N7 2.1.3.2

,$ 12N A0 .DB;j  2°11N377 ©°02 HY NPYID NIXYPIINY DR 937 .0ONRT 100n >3 o
NR DOPD0MN WP ORI 22 DR NI2AY R 770m7 00101 ¢ 1Inwean N Lsupport threshold s
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TPEPTIN0 77 N7190 DR MYA7 2307 N1AR DR ARD 0K M0, DY PV 570 70 N L0
PIN W NN NRY/a0%N PW pATAN TV IR IR, DR PR TN PN PR, AR DR AR YW
N D107 ARYINY 1AXY DRI W 2OV 2PN PPN YA 10 OR ROX , IR DKL WD
SR PRY X7 A0

Secure Union of Locally Large Itemsets 2.1.3.3

D277 DOPI0ID W TN (290 XITw) FDM  anvanhRia by nod 1an nuwn
(4.1 3 02%w) LL(K) 2 oonxyi Hw aoonnn nnaa nxy LLi(K) 5w oon7wia iR o00°5nni

© 37K L1 999192 QNIRRT RN

anR 92,181 .FDM % 72,1 nR 90070 Sy 2°onnaa K JRa opnn ks ;0 25w
nna R °noa? 070 L "fake” itemsets ,  2°9°m 0°PI1 NDDINA 1PW 22NN DRI DR 1°OXN
D797 D°IN10 DWW 221N DR Ax7n F L2902 . gmin X 02w ovpnn

NR 077 7w KT D°IAKRT 22NN 2197 12w 2PN DR PPO¥N DK 7ow nR? ¢ 1 2ow
D*1DXWA7 QOPITT NR 9W 7IDXIT NDM NIV POXN DR D . IR KT INR? DNMIR 7AW 1707
, 20N 2w 19102 . MIDT 23UN PYR L, 1PINR KT INKRD AW 22990 WY, 2TIPA IR WA
X 2xn |LLei(k)| 0o .o nwn 22nRma TR 93 07 HY 0°10%w K 77N 22 1aynan oo 9
MY PR 2x7 DiY i nRa 719337 70700 DR Axn Ei i anRa K 7R3 2019317 2%

DOIDXINT TP DR W 53 IR 92, 2OINK PIW2 2°IDXINT 2RI 2 IR 2 29w
.S INRY VXY 220X QOPINT DR AW NI DR 91, S INRY 19ERW

WP PN 937 TIMR YEAW ,Se IR 19XRY 200 TIPR DR AW SRk 32w
Raghloataby Bakhfalialaly

X277 INRY 2NIX AW MWW 2PN AR Mo Sg NN LMo atw 4 20w
525 [N 2°9AN QPN DR 90 MY RY ,NINRT NN LPINR XD AW 7IVORY 1NN
J22PNW D2TAVIAT QORI DR Q2R 20NN

(1) ARMWAY PP ORI 2, 3 02YW 2 D°ATANN DPIDXINT 20T YW 000
NYOW 0% 20077 . DOPMAl NOMIPA D°ONNIT 2P NP0, NRPNN NU2OVLIAIR 1IDXA2
WOATW D219 D°00T 70 O YT NR ORW % Nyl (2, 3) 21w 0025w w1 NWYI AN
DAYV QNN WY TR 2°INKR W 1P 95 172 IN00N D70 DR 2wnD 9120 X7 2°0RT o0
DIRTI2 NYTY MWORT AR ¥y 1 2% 2 ANR 992 71970 IRY 77077 MW L INR 92 220NN
X122 DR NVT2 IR 292 VM 2 25w 2 2% OR) 0T 2°NRA TN MR . OXIN LD IR
S NPUWIAIPT . VTN DOANANT 200 IR 2von 4 25w -2 . WY YW 0v19X10 223V
J7IDXT 7702 2WnNSY 2227 ,1707 NN 200 9 DX NIYDY NIWORN 710X
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Protocol 1 Finding secure union of large itemsets of size &
Require: N > 3 sites numbered 0.V — 1, set F' of non-itemsets.

Phase 0: Encryption of all the rules by all sites
for each site i do
generate Ll as in steps 1 and 2 of the FDM algorithm
L-r;“!'[k} S m
for each X € LL;;, do
LLeygy = Llejg U {f’:;{,’{)}
end for
for i |J',-!'J":1}.,-]| +1to |CG(;‘.]| do
LLejyy = LLeyyy U { Ei(random selection from F')}
end for
end for

Phase 1: Encryption by all sites
for Round j =0to &V —1 do
if Round j= 0 then
Each site i sends permuted LLey, to site (i +1) mod N
else
Each site i encrypts all items in LLe(i—j mod k) With £5, permutes, and sends it to site
(t+ 1) mod NV
end if
end for{At the end of Phase 1, site i has the itemsets of site (¢ + 1) mod N encrypted by
every site}

Phase 2: Merge odd/even itemsets
Each site 1 sends LLe; mod N 10 site 1 — (((¢ + 1) mod N) mod 2)
Site 0 sets RuleSet; = U_.[[_"'\{_I”Q LLegj—1yx)

Site 1 sets RuleSety = U/ LLe gy

Phase 3: Merge all itemsets
Site 1 sends permuted RuleSet; to site 0
Site 0 sets RuleSet = RuleSety U RuleSet,

Phase 4: Decryption
for i=0to N -1 do

Site ¢ decrypts items in ffuleSel using D;

Site i sends permuted RuleSef to site i + 1 mod N
end for
Site N — 1 decrypts items in RuleSet using Dy _,
RuleSety) = RuleSet — F
Site N — 1 broadcasts RuleSet; to sites 0.V — 2

Fig. 3. Protocol 1: Finding secure union of large itemsets of size k.

PRY 0372 ,0°°mpn 17 009170 2O YW TR DR N1PUI92 awnn 191710079 0w
R U, LLjy DRI DX NP 237 Auim ,moap
DR 000K YW AXI2P NN 90 YW NmIpn 0°OnNIT 2007 1o YW nna T L
03T 20K PW %12p NN D2 HW NPy 0°onNaT 2°0N9:7 U0 YW TN P L2

ST AR DR MDY M=K AR DK 70 HY MDY 0°OnNIT 0°von Toon .3
(PP 01792 2225w TAR 0 O¥ NDDIANAY IMRN IO NN)
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Testing Support Threshold without Revealing Support Count 2.1.3.3

A MWRY 22 12923 0°0nnl LLgy 07mipn 2017 0000 Hw Ax1apnn T awn 1o
? X.sup >5% X |DB| ok XELL) 737 21722 w° ,p12 0K 93 2w 727100
2277 1DIN2 NPT VAT DR IO

N.sup = s+ |DB| = s =* (Z |DB;|)

i=l1

DR MWA? °%2 NRT Y¥2? VAT . NRPND INIART XADIT OX P1727 P200nw 1NN
|DBi| n& 1w X.sup;

ONAIRT DR RNA - 4 PR 2 pmD
Protocol 2 Finding the global support counts securely
Require: N > 3 sites numbered 0.N — 1, m > 2% |DB|
rule_set = ()
at site O:
for each r € candidate_set do
choose random integer x, from a uniform distribution over 0..m — 1;
t =rsup; — s |DB;|+ . (modm);
rule_set = rule_set U {(r,t)};
end for
send rule_set to site 1 ;
for i=1t0o N -2 do
for each (r.t) € rule_set do
t=rsup; —s*|DB;|+t (mod m);
rule_set = rule_set — {(r,t)} U {(r,0)} ;
end for
send rule_sel to site 1 + 1 ¢
end for
at site N-1:
for each (r,t) € rule_set do
[ =rsup; —s=*|DB;|+t (modm);
securely compute if (f — z,) (mod m) < m/2 with the site 0; { Site O knows z, }
if (f—ax,) (modm)<m/2 then
multi-cast r as a globally large itemset.
end if

end for

Fig. 4. Protocol 4: Finding the global support counts securely.

MW IR A0 X DD VO PIY X O9RMITIN 00N XY NWRIT NN

DTIPT RN D2PW DONT IR APOMY , R INKRY MK 1 (X.sup;, — s+ |DB,])
YORMITINT ND0AT 0T DY O IR P37 [OWIW DONT . ARDTINIR AW 21w 2w 2w
INRY . D170 37 TRYR 2102 1R DR, 0 R 2IWONT QAW 70, IWRIT RN Papnnw

(N0 W MY NANRA
7

Z(X.:;‘u.pi — s+ |DB;|) + x, (mod m)
i—1
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(m>2*|DB| qwRd ,M Y17 07 222w 92)

.M/2 -1 7I0P ARXING 2APNAW ID0NIN X DONMON MWRD IR PITA? TIX PRI INNRI
IRNWI? Yao YW andnhRag MIPENRA P72 YEA? N1 X IR YT PWRIT DKW Pon
DTTN W P2 NN

.(AnRn2a o) .semihonest model 2 n°921937 75707 IR NPYID2 2WRH 2 2P0

Securely Finding Confidence of a Rule 2.1.3.4
,)in17 (confidence threshold ¢) ¢ v an N Aon M X =Y P or Rwnb 7
{X VY }sup
Y.sup
: XY.sup; -2 {X uY}.supi 7201 .77 A0 DX 12y PNYIAa

{XUY}.sup s STl XY sup;

- =
T g — =1 - ) —
Y .sup 1 .sup;

NP OR NAVIRND 7712 2WRT TR0 AR ORT ARNWAT . >C ORPITY W

1= =1

= Z XY . sup; = c* Z X.supy;
i=1 i=]
=T

= Z[’X}’.Hu.pi —c* X.sup;) = (.
i=1

Xosup; ) XY.SUD; sy gogs ik 99w 1i7vom

.2 IP0170 MYXNRA P Y

TNL°27T NPT DR NP2 2wnY 1NN T,

N"1P Ta1d NNLAX 2.1.4

TIDX77 IR QM0 IR DV 0°7°TNT 2°UOT IR NWAY PR MYEAR 1101 ,1 002
QOINRT 2°INNRT 1722 19w 20O P2 TN 2T DR TIND? 101 792 . QOINARA 2OTTRA 92 07 Y
TR L1 DR Qv 12w TN 973 IR TIN92 9120 R, i-1 NR oy wp IR i N ox Tna
D°INRAR 029X O°07VA 92 DR 097 OnWw A YAt AR e 1 nxy 0 R 3

LL,., nLL =LL
(k) H+(k) ') AR . anxy 0ovon IR MWL 09127 07 2 .ATAN-R/A1NT

A+19nR Pw vo nn TINYH P10 i

077 729 190w i+1 R i-1 DR ORW N7 Y2 DA 9190 PNIp 2 Y1709 03
. PIPI01792 PIPD MAWORT DR 210A7 N1 LW 32°007 TIW0 1 9w ND0INT IR MWD 20100
7D NYD L DONWR 2ONR? 2P0 N-1 mhw ooptn N 919w UYR DR PR T8 POw R Y0
JPNIPR WP NWRY 2°0°7% 220K N-1,37WwH R YW uop wn’

W DR RN 223 7anm2 WnnT K37 e

2NN TR

. Each site i randomly chooses n elements such that
. i - ) P . . .
Zi _23—1 i j mod m, where x; is the input of site .

Site i sends z ; to site j.

Every site i computes w; =) 7, z;;modm and

sends w; to site n.

3. Site n computes the final result 37 | w; mod m.

[
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D'INX Y 7Y DN 'wipn 2.1.5

TANIIPRW 222193 P LMWK L DOINR I PO WO AR YT NNVARA 7OV DR
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Privacy Preserving Association Rule mining In 2.2
Vertically Partitioned Data®®

TN 2.2.1
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NPT 190 DR MY w0 7N RO nnon (Itemset) 20w 19 n¥Iap ork M7 01D
D HY 0D NOVANA YA a3NA AT L1 RO 2097 NXI2P2 MIDNT 90 M2V 22V 1AW
2790 ATAn
mnmana-m B 5 A v Ar nadn-l A Dawxo 1+m, mmannoon o L
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X ompne 1 7wn
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(XY)
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XY=

D019 W- 2 2901995 nanan
oW M NR awnh o'x1n .naon-qg B 2y ndn-p A 2o

4 v w=p+(-itemseta,,...,a_,b,....b
DvdI oo M- Y =X o pre v P+d (1 pr1 q>

195 ,B-m1 A-n v7on anw® vhan ,anR 932 277N
.. o r . gye — q .
vi = [ a; and yi = [[7_, b;

MY707 IR MYA7 270 DOINRT W 1°2 N°IRDPO: 7929017 DR MY2 19182 2wn? w° nvd
.0°000- W 93 W
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A and B want to know if the itemset
1=<3,7,10,12, 16> is frequent

Database A Database B
TID | Items TID | Items
100 1,3,4,5,8 100 9,10,13,16
300 2,3,7,8 300 10,12, 13, 16
150 1,2,3,5,7 150 9, 15, 16
400 2,4,5,7,8 400 12,13, 15
500 1,3,4,7 500 10,12,14,16
X_[A~A Y_|B,*B,*8,
[0} 1*0 0 1*0*1 o
1 1*1 1 1*1%1 X-Y=0+1+0+0+1=2
1 1*1 0 0*0*1
(0} o*1 0 0*1*0
1 1*1 1 1*1*1
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D"TNA D'UMI9N-'VO 7D NXR'YNY DNMIARA NINTN 2.2.3

1. Ly = {large l-itemsets}

2. for (k=2; Lp_1 # ¢; k++) do begin

3. Cy = apriori-gen(Ly_1);

4. for all candidates ¢ € (', do begin

5. if all the attributes in ¢ are entirely at A or B

6. that party independently calculates c.count

7. else

8, let A have [ of the attributes and B have the
remaining m attributes

9. construct X on A’s side and Y on B's side where
/1’;_} = ]___[i=1 :i-t and 11_} = ]___[:11 Br-f

10. compute c.count = XY= Z:T':l T * Yy

11. endif

12. Ly, = Ly U cle.count = minsup

13. end

14. end

15, Answer = U L

apriori-gen  mXpno7 ,anMMMYKR2 3 2%wa L1 71IR2 2057 2D 9 nRv¥n,l 2%
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Algorithm 1 Mining frequent itemsets with Bloom filters
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Hiding Sensitive Rules
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Fig. 1. An example of the Forward-Inference Attacks.
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A unified framework for protecting sensitive association 3.2
*rules in business collaboration
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Figure 2 The framework to protect sensitive knowledge in association rule mining
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Figure 3 (a) A sample fransactional database and (b) the corresponding inverted file
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Figure 5 Data sharing—based sanitisation problems
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Figure 6 Pattern sharing — based sanitisation problems
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Figure 7 (a) A copy of the sample transactional database in Figure 3(a) and (b) the sanitised
database using Heuristie 1
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Figure 8 (a) A copy of the sample transactional database in Figure 3(a): (b) an example of partial
sanitisation and (¢) an example of full sanitisation
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Heuristic 3: Rule sanitization with block inference channels 3.2.2.3
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Figure 9 (a) A transactional database and (b) the corresponding frequent itemset graph
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Figure 10 (a) An example of forward-inference and (b) an example of backward-inference
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Figure 11 An example of a frequent itemset graphs before and after sanitisation
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Algorithm 1: Item Grouping_Algorithm

input: D, Sg. v
output: D’

1 begin

2 // 8tep 1: Identifying sensitive transactions and building index T
3 foreach transacltion ¢ € I do

4 for i = 1 io size(l) do

5 Suplitemy, D) — Suplitemy, D)+ 1; //Update support of each itemy in f;
G Sort the items in ¢ in alphabetic order;

T foreach sensitive association rule sr; € Sy do

8 if items{sr; ) C t then

9 | Tlsry].tid list «— T'sr;|did list U TID of(t);

10 end

11 end

12 end

13 // Step 2: Selecting the number of sensitive transactions

14 foreach sensitive association rule sr; © Sp do

15 Sort the vector T'[sr;].tid {ist in descending order of degree;

16 Numbl'rans,,, — T|sr|| = {1 —);

17 /4 |T[sri]| is the number of sensitive transactions for sr

18 end

19 // Step 3: TIdentifying victim items for each sensitive transaction

20 3.1 Group sensitive rules in a set of groups GP such that ¥ G € GP,

21 W osrpsr; € G, s1yoand sr; share the same itemset I, Give the class label

22 o to & such that o © T and ¥3 ¢ I, supla, D) < sup(3, D):

23 3.2 Order the groups in P by size in terms of number of sensitive rules

24 in the group:

25 // Compare groups pairwise (7; and G'J- starting with the largest

26 3.3 forall sry, € G, NG do

27 if size(G;) # size(G;) then

28 remove sry from smallest(G;, G ):

29 else

30 remove srg from group with class label o such that sup(c, D) = sup(7, D) and o, § are class
labels of either ; or (74;

31 end

32 end

33 3.4 foreach sensitive association rule sr, € Sy do

a4 for 3 = 1 to NumbI'rans,,, do

as Chasenltern «+— o such that o is the class label of & and sr; € &
Victims|T[sry, )] itemdist « Victims|T[sry, j]]atemdist U Chosenltem;

36 1l

a7

38 end

39 // Step 4: D'+ D

40 Sort the vector Vietims in ascending order of typ:

41 g1

42 foreach transaction t © D do

43 if t;p == Vietims|j|.t;p then

44 b (t — Vietims[j].item_list);

45 Je— i+ 1;

46 end

47 end

48 end

(SWA) The sliding-window algorithm 3.2.3.2
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Algorithm 2: Sliding Window_ Algorithm

input: D. M. K
output: D’

1 begin
2 foreach K fronscefions in 12 do
3 /f 8tep 1: Identifying sensitive transactions & building index 1
4 foreach transection t = K do
5 Sort the items in §in alphabetic order;
i foreach sensitive assoctation rule s © W do
7 if dtems(er, ) then
8 Tlar | tied dist o e tid List OTTD of(#); [/t is sensitive
] Tlar; | sizedist — lsr;| sizedist U size(t);
10 freglitem; [« freglitem;] + 1:
11 utransac «— u_tvansac U f S /Sensitive transactions in metnory
12 end
13 end
14 Jf Btep 2: Identifying the victim items
L5 it iz sensitios then
16 Sort vector freg in descending order;
17 foreach sensilive association rule vy & Mp do
18 Select itern,, such that iteme, < sy and W oitemy © sr;,
19 freqlitem,] = freqlitemy]:
20 if freglitem,] = 1 then
21 | I.[-‘-Cl"f:.i'l;l:'lf.'.fr.l . I'[Hr',-:..".;u::n'.l.'u I iferry,:
23 elsa
23 TsrLwictim «— |sry wictim U Randomtem(sr,);
24 end
25 end
26 end
a7 end
28 end
29 Jf Btep 3: Belecting the number of sensitive transacticons
30 foreach sensifive associofion rule sy C A .r;- do
31 ;"r-ufrJI'r'u,r.l.uml . |,.f.l.r,]| . “ r_'J};
32 Sort the vector T in ascending order of size;
a3 end
34 f/ Btep 4: D' — D
35 foreach senstfive associnfion rule sry © Mp do
36 for j = 1 fo Numblrans,,, do
37 venvoee{ v fransae| T se | did _Tist [ §], Tlsr | acictine 5] )
38 if ¢, =0 then
a9 do (ook_ahead{sr;, Tlsr| tid list[§]. Tsr; | victim[{]):
40 end
41 end
42 end
43 end

(DSA) The downright-sanitizing algorithm 3.2.3.3
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Algorithm 3: Downright Sanitising Algorithm

input: G, Sz
output: G’

1 begin
2 f/ Step 1: Tdentifying the sensitive itemsets
3 foreach sensitive assoctation rule = .‘_‘:1” do
4 | 0 — &7y I.'r',-"(.'n]n’rtt cach sr; into a I:-H.‘{llll.']lT itemset. ¢
5 ond
[ f/f Btep 2: Belecting subsets to sanitize
T foreach ; in the level b of G, where k= 1 do
8 Pairs(e;): [/ /Compute all the item pairs of o
0 if (Pairs(e; ) N MarkedPoir = 1) then
10 p; — random{Pairs(e; ) [/ /Select randomly a pair p; = o
11 MarkedPair — MarkedPair Up,;:  [//Update the list Marked Pair
12 end
14 end
14 f// Btep 3: Sanitizing the set of supersets of marked pairs
15 ! in level 1 (R — [
16 foreach itermaset o; = G do
17 | Sort the items in ¢; in alphabetic order;
18 end
19 foreach itemset o; € & do
20 if 3 a marked paie o, suieh that e Marked Pair and PCa then
21 | l".*mnm-r{r-_.;} from 1% ,-"..-":'J- |'n']ul'|§,'h to the set of SUpersets of 1
a0 end
23 ond
24 end
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An efficient sanitization algorithm for balancing 3.3
information privacy and knowledge discovery in association
patterns mining “
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Fig. 2. Concept of the sanitization process.
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Fig. 4. Effect of setting entries in § to 1.
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Fig. 5. Flowchart of the sanitization process.
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Marked-Set Generation
Input: ~Pg and Py
Output: Marked-Set
Initial: Marked-Set =¢

1.V Pe PH do
If (the length of P is equal to two)
Position P into Marked-Set.
2.%¥ Remaining Pe Py do
If (P has no pair-subpatterns included in Marked-Set)
Generate k groups. k equals the number of pair-subpatterns of P. A class label
of each group is named by each pair-subpattern of P. P is stored in each
group.
3. Merge the groups that have the same class label.
4 ¥ NPe *P;; dC'
Generate all pair-subpatterns of NP. Count the frequency of each pair-subpattern in
NP]I.
5. V¥ Groups do
Set the frequency of the group to the frequency of the pair-subpattern that equals
the class label of the group.
6. Sort the groups into an increasing order of frequency.
7. For i =1 to the number of groups— 1
Forj=i+ 1 to the number of groups
Compare two groups G, G;.
If the number of patterns stored in G; is not equal to the number of]
patterns stored in G;
Remove all the patterns both stored in G; and G; from the smaller
one.
Else if the frequency of G; is not equal to the frequency of G;
Remove all the patterns both stored in G; and G; from the larger
one.
Else
Remove all the patterns both stored in G; and G; from a randomly
chosen group.
8. ¥ Groups do
If the number of patterns stored in a group is more than 0, position its class label
into Marked-Set.

Fig. 6. Marked-Set generation.
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N°I2N-NN-NIAT AW IINEY N1PANT L2 25w L ORkY 07 7T MI2NPI-NCIANI-NN-NAT =W Pon
DOR°RNNAT NIANMPA-N212NA-NN-MAT NIRRT MIXIP NP0 MWnwn 11n0a-N¥1apa MHHa1 R
TWRD 2 AWNANAY W, WORT 225 VYN MYSWA N1A? MR ~Py 2 mo»wn n1anaw pon
MWA7 -X27 N1°1207 YW N°IaNT-NN-NIAT S N1MTPINT .NE2MPA-N°IaNT-NN-NIAT DR 202
A 25wa nawvinn

o7 {1,3,5} w1 {1,2,3} %w nraan-nn-nat ~Pu={{1,2,3},{1,3,5}} ox ,xnn7>
Jnknma 2, 1,1,1,1 35 nevvana anknna {1,33,{1,5}3,{3,5} -1 {1,2},{1,3},{2,3}

7 5y WwowY ~Py -aw nvaana vyn 7l ~Py -2 XY n°1ap-nn-21 Hw mMaTn ox
-NXI2P 2 202X N1AR 021 A0 MATNN VYV N1PIaNa-nn-MaT L7 25W3 L399 .IN0N0n
Qv MX12P2 N1°2N7 DX AN0? 72 NIMTN DY A9 1702 MXIAPA DR Rn 6 25w .n00n
NIATIA MXP ,3-7 2°25W2 . Myswya 1A M’ ~Py 2 n1°1ang vyn L3197 .moval MmN
YT Y PIATI2 MNN0M  N1AY MY MIWATT NPIANTY T, 191N NI0MINAT N1°1aN2 aRN2
QNOIPORY XANT . NP 03 7712° D'y D papmwn , 19 5 a0 .moOwa N°1an-nn-37 NOnon
.1-3 MIRD2V2 NIn1 NAY0I-NXIAR NXD

Table 1

An example of setting the sanitization matrix

Py ~Py

13,5,6,7) (4,5, 7} 13,8} {25} {1, 5) {1 13,56 13.5.7) {3,6,7) (5,6, 7) {1,7) (1,3} {16} [2,6] {2,7) {3, 5] 13,6} {3.7) 4.
2} (4, 6} [4,6,7) S} (4,7} {5, 6} {5, 7} (5, 8} {6, 7} 16, 8} {7, 8}

The items of D are {1,2...,8}. Initially, P is decomposed into Py and ~Pp.

Table 2

An example of Marked-Set generation: Part 1

Group

/3.5 3] ¢36p (3] 370 (3] ¢5.60 (3] /5.7¢ |3
{356 7}
(4,5, 7}
¥ Class label
6.7} [3] 4.5 [1] {4 7] [1le—— Frequency

(3,567 | 1356 7| {356 7|35 6 7

7356 7} {4, 5 7} 4,5 7} Patterns stored in the group

After processing Steps 1 to 5 of the algorithm for generating Marked-Set, 1t
contains the following pair-subpatterns: {3, 8! /2, 5} /1. 5} {1, 2] /4, 6}.

Table 3
An example of Marked-Set generation: Part 2

Group

.50 N a7 Nl 350 [3] 4364 |3

(3. 7) 3] ¢5.6) [3] ¢5.7) 3] 6.7} |3

/3,5 6,7}
{4, 5, 7}

After processing the entire algorithm, Marked-Set contains the following
pair-subpatterns: {3, &} /2, 5} {1, 5} {1, 2} {4, 6} {5, 7}
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AXIAT ANINAPRI WINW ST OV P10 DX DX YI2PT 103 ,1R000-NX12p NP2 KD

m>o°x °0a-n¥1ap 2 maomkna {ij} N1 ana oW Nvon L ant R bw 2 25wa L7 1rRa
1279777 ©°I977 NPAY 2 ~Py 2w N1IaNT HY N2 7017 AYOwan HYa veI97 ,MOnow NvaR
-2 N1I2N7 PV AVOWIT OR LJIMP0A-NXIAR 2 NIDMINAT NN IR N0 DY 12 320w
NIPM2W PPN NRT .PN0I-NX1AP 29w 2OV 19017 RN 1270 0D 2, MaT 1 ~Py
191 NR0n-N¥IAPY M2 NWna N1°1aN N HW 727N DR NP9 7219° N 2270 000D
5Y 0°723n ~Py 2 MMwpi nana Sw wpan o ,3 25wa D' pay D 12 0097200 nR oot
,  T2Ina 7190 A99371 NXC0NRA 10010 Pow Mab L1-5 S W mndRnna MotIda nyhap o7
NXH aNPNAYRT PNRP0I-NRIAP NN 0T HY DMWI MWD -2 MW N1P1aNT 12 00wpn

.4 79202 PAXIN P10 NXOIVA NYOAR DLW DWW RAAT .10 NX0N

Sanitization-Matrix Setting
Input: Marked-Set, ~Py, large-2 (the set of frequent patterns with length equaling
two)
QOutput: Sanitization Matrix
1.Vi.1<i<mdo
SetS;tol {// diagonal entries
2.V {i, j} = Marked-Set do
If the number of patterns containing i in ~Py < the number of patterns containing j
iI'l “—'PH
Set §ji to —1. // Decreasing the support of item i
Else if the number of patierns containing ¢ in ~Py > the number of patterns
containing j in ~Pg
Set Sj to —1. // Decreasing the support of item j
Else
If the number of patterns containing i in Marked-Set > the number of patterns
containing j in Marked-Set
Set §; to—1. // Decreasing the support of item #
Else if the number of patterns containing 7 in Marked-Set < the number of]
patterns containing j in Marked-Set
Set §j to —1. // Decreasing the support of item j
Else
Set S;; or S;; to —1 randomly.
3.V, jle {large-2 — Marked-Set} do
Set Sy and Sy to 1. // simultancously enhance the strengths of 7 and f
4. 5; =0, otherwise.

Fig. 7. Setting the sanitization matrix.
Marked-Set Large-2 — Marked-Set ~Py
3,802, 51, 51 2} f,3 00, 6kl 7H{2, 6} {3, 5,63, 5 7 {3, 6 7}{5
{4, 6} {3 7} {2,703, 50 {3. 6} {3.7) |6, 7H{1L 7} 31, 6} {2 6}
(4. 5/ {4. 7} {5. 6} {5. 8 |{2,7}{3. 5} {3, 6} {3.7} {45
(6.7} (6. 8} {7, 8} {4, 7] {5, 6}{5, 7} {5. 8} {6, 7)
16, 8 {7, &}
1 -1 0O 0 1 1 0)
0 1 0 0 o 1 1 0
[ ot o 1 11 «— Sy
5= 0 0o 0 1 1 01 0
81 = -1 =1 1 | l I 0 1
1 1 1 -1 1 1 1 1
1 1 1 -1 1 1 1
L0 o 0 0 l 1 1 | it
Table 4

Setting the sanitization matrix
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Probability policies 2.3.3.3
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Fig. 8. Overhiding problem occurs while setting entries in S to —1.
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Fig. 9. Underhiding problem while setting entries in 8 to 1.
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Sanitization Algorithm
Input: D)5 Spxms probabilities for each column of §
Output: D'y

Fori=1ton /fi1s arow of D
Forj=1tom // j 1s a column of §
If (D =0)
D' = 0.
Else

temp —ZJD.,JEE -Sh .
k=1

If ( in S contains some entries = 1, only §; = 1 and temp<0)
D’ is set to 1 with probability p; and 0 with probabilityl — p .
Else if (j in 5 contains some entries = —1, more than one entry = 1,
temp=1 and at least one entry in j with value —1 is multiplied by the
entry in D with value 1)
D' is set to 1 with probability 4z, and 0 with probabilityl — ;.
Else if (temp< ()
D' is set to 0.
Else if (temp=>1)
D'j1s set to 1.
If (all entries in row i of D' are 0)
Randomly choose an entry from some k where D = 1 and set D' to 1.

Fig. 10. Sanitization algonthm.
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