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Presentation Abstract

Cybersecurity threats and data breaches have been on the rise, threatening some of the
world largest companies. It is estimated that cyber crime incidents cost the global
economy about $500 billion every year. These threats also impact university
procedures and online courses. Often overlooked, most cybersecurity strategies
involve the people using technology rather than the technology itself. Moreover, while
technologies that reduce or block cyber attacks have drastically improved over the
past several decades, the ‘human factor in cybersecurity’ has been identified as the
single most significant cause of cyber breaches. This talk will address the current
impact of cyber threats, the evolving shape of modern cybercrime, safety techniques,
social engineering, cyber-ethics, along with some innovative ongoing work conducted
under the leadership of the presenter in his Levy CyLab: http://CyLab.nova.edu/.
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