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Algorithm 1 Decision Function
Require: user, permission
for each ura € URA where ura € user x ROLES do
for each rpa € RPA where rpa € ura.ROLES x permossion x [0,1] do
if rpa.Trust == 0 then
return ACCEPT {Avoiding the calculation of userTrust when it’s not necessary }
else if rpa.Trust < user.Trust) then
return ACCEPT
end if
end for
end for
return REJECT
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1. Sort all Incidents by the value of the damage in descending order, such that
Incident with high value of damage is ordered before an Incident with a lower
level of damage.

2. Sortall permissions by the value of common in ascending order, such that
permission that is less usable is ordered before a more commonly used permission.

3. Initialize all permissions to the default trust value (as determined by the security
administrator)

4. Seti=0

5. For each subset of permissions PER(Incident i)
if the there is no permission with a trust level of Damage(Incident i) or higher,
than assign trust level of Damage(Incident i) to the first permission in the subset
of permission.

6. Adjustiin 1 and repeat step 5.
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